FBRET RS EATES
1515
2 X FEIMAE
3.Demo&#*
3.1 %88
4. %F MB-RSABFIFH
4.1.3588
4.2 javafilzg
4.3 php/in%g
4.4 HRBDFTER
4.5 python/IN%&&
4.6 node jsAN#
4.7 pfx¥gpem
SRS
5.1 FL4A (.pfx) AHFII%IE
5.2 MBEKXMEBEMBERND AT
5.3 ** RBEAT
5.4 FERH O kb Fip
6. % WQ&A
7. 5T nE-Hib
AES/Nfi#%E
MD5HIR (326N E)

AR FTERRHCI R4 U7 Copyright @2018 www.xinyan.com



BB = RS A TES]

HERH RS iR TES|

ASTRYE HERRHR SRR B Copyright @2018 www.xinyan.com



1515

1518

1. AR

BRI HEIAMR BE3TMED | BB = ARG SHEARH RSN, AU S EIR
RAZANTOR TR | ISV RGITR A RIS,

2. BXARTA
FBiE : 18321124941

MF%E : support@xinyan.com
QQ: 3312259832

3. PhEXT R

1 AR SRF AN ARGITRA R,
2 HERBISSMEOMR AN R , BIETFRFIIARSSF.

AR HTERHR SRR I Copyright @2018 www.xinyan.com -3-


mailto:support@xinyan.com

2 3HERAE

2 XTHEIRAR

1. B SRR X IE B

Ei%ﬁﬂﬂ%ﬁ)ﬁﬂﬁﬁ%%ﬁﬁ*)\Eiﬂtﬁiﬁ%ﬁ%%Rﬂ%ﬂ‘]?znﬁ': , XA X N St TH)
ZU7AJH

2. MERFMEERE

ME FRXRMN M/ , MBS ASITRAMEO XA MDemot 2% , R A RATIA
iz?ﬁemoﬁﬁﬂiﬁﬁﬁﬂﬂﬁ , EIBWAMEIRFE , RESIMATHNEAZE | HuFt

3. &S

EURIETERSG , FIEARIETIEARE BN ERIMEEE , B AREsEET A
RCEAE | BZailAE IEERALESEE , BEERPaT -

1. B PAFEE AT B MRS ERAREN SR AR,

2 . Rim S HRER

3.BM|EE BT, KinS. R, AR, ANASUEA =/ 3EURL ,

4 A FERIMPAMSEHIIE AT e O SRR , S EXFIRE .

5. &£ ERFERTAEM (ZFFwindowsFllinux) |, iETHIANE E L EA R FRANEN |
4 RERcer N EERIFFRCTES (https://open.xinyan.com), FEApfxFERGM
AR{ER.

4. Y1E Ja EANER

EX SR , et —RNEZSTEEE N , BB AEREEREERY , TR
JaEE5TER.

AR FERREHR SRS Cr BIEE Copyright @2018 www.xinyan.com -4-


https://open.xinyan.com

3.Demo&%&

3.Demo%*#

AU FERHESORER S 4132 Copyright @2018 www.xinyan.com



3.1 %tAA

3.1 %8R

HME—SGE =ME WA S MDemoft 2% |, filfnjava, php, c#,

AU FERHESORER S 4132 Copyright @2018 www.xinyan.com



4. T MB-RSABFIES

4. T N3 -RSAEZIEF

AR FERHS SRS L B Copyright @2018 www.xinyan.com



4.1.3t8

4.1.3584

FBlapiikO—MxNb S S ¥ TR LR , —REIEVSSEA R json, BT
base64, &G rsallBEE A TINESRINEE, FRHM UK TR —HRAE AL
RSN ApTxHcer, @A T java, php. c#FES , HMES XApem, 1¥
ME Wpfxigpem.

AR HTERHR SRR I Copyright @2018 www.xinyan.com -8-



4.2 javafilzg
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Main.java

public class Main {
public static void main(String[] args) {

String pfxpwd = "217526";// F4R%HRG

String pfxpath = "D:\\CER\\8000013189 pri.pfx";//& ~f.50i&1%

String base64str = "123456";// {FINRHNFFE

base64str.replaceAll("\r", "").replaceAll("\n", "");//EE HH
IR T AT

String data_content = RsaCodingUtil.encryptByPriPfxFile(base64
str, pfxpath, pfxpwd);//NE&HE

System.out.println(data_content);

RsaCodingUtil. java

import java.io.UnsupportedEncodingException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.security.PrivateKey;

import java.security.PublicKey;

import java.text.SimpleDateFormat;

import java.util.Date;

import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;

import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;

*

/
<b>Rsaffg@ T A</b><br>

<br>

NEAX X509, Ceri&=<br>
FEAXFPKCS12/02 7 SAKIPFXFLEAS fHh<br>
MEBEIEFL0244HIRSA |, HFTE L APKCS1Padding<br>

L N T

@author 173
@version 4.1.0
*/
public final class RsaCodingUtil {

// e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

/* *
* FERECer NMAKR N
*

AU FERHESORER S 4132 Copyright @2018 www.xinyan.com -9-
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* @param src
* @param pubCerPath
* @return hex

*/
public static String encryptByPubCerFile(String src, String pubCer
Path) {
PublicKey publicKey = RsaReadUtil.getPublicKeyFromFile(pubCerP
ath);
if (publicKey == null) {
return null;
3
return encryptByPublicKey(src, publicKey);
}
/**
* AASARSIE
* @param src
* @param pubKeyText
* @return hex
*/
public static String encryptByPubCerText(String src, String pubKey
Text) {
PublicKey publicKey = RsaReadUtil.getPublicKeyByText (pubKeyTex
t);
if (publicKey == null) {
return null;
}
return encryptByPublicKey(src, publicKey);
}
/**
* RNAMNEIR [E]
*
* @param src
* @param publicKey
* @param encryptMode
* @return hex&
*/
public static String encryptByPublicKey(String src, PublicKey publ
icKey) {

byte[] destBytes = rsaByPublicKey(src.getBytes(), publicKey, C
ipher .ENCRYPT_MODE);

if (destBytes == null) {
return null;
3

return FormatUtil.byte2Hex(destBytes);

}

/ *
IRIERLEASC IR

@param src

@param pfxPath
@param prikKeyPass
@return

L N
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*/
public static String decryptByPriPfxFile(String src, String pfxPat
h, String priKeyPass) {
if (FormatUtil.isEmpty(src) || FormatUtil.isEmpty(pfxPath)) {
return null;
}

PrivateKey privateKey = RsaReadUtil.getPrivateKeyFromFile(pfxP
ath, prikKeyPass);
if (privateKey == null) {
return null;
}

return decryptByPrivateKey(src, privateKey);

3

/ * %
X RIERLEASCHE IR AR

* @param src
* @param pfxPath
* @param priKeyPass
* @return
*/
public static String decryptByPriPfxStream(String src, byte[] pfxB
ytes, String prikKeyPass) {
if (FormatuUtil.isEmpty(src)) {
return null;
}

PrivateKey privateKey = RsaReadUtil.getPrivateKeyByStream(pfxB
ytes, priKeyPass);
if (privatekKey == null) {
return null;
}

return decryptByPrivateKey(src, privateKey);

}

/* *
* RLERRRER

* @param src
* @param privateKey
* @return
*/
public static String decryptByPrivateKey(String src, PrivateKey pr
ivateKey) {
if (FormatUtil.isEmpty(src)) {
return null;
}

try {
byte[] destBytes = rsaByPrivateKey(FormatUtil.hex2Bytes(sr

c), privateKey, Cipher.DECRYPT_MODE);
if (destBytes == null) {
return null;
}

return new String(destBytes, RsaConst.ENCODE);
} catch (UnsupportedEncodingException e) {

// //1log.error ("RENBAEEMHRUTFSIEI:", e);
} catch (Exception e) {

// //log.error ("REBENBRE", e);
}
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return null;

// e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

/ * %
* RIERLEASCAE IR

* @param src
* @param pfxPath
* @param priKeyPass
* @return
*/
public static String encryptByPriPfxFile(String src, String pfxPat
h, String priKeyPass) {

PrivateKey privateKey = RsaReadUtil.getPrivateKeyFromFile(pfxP
ath, prikKeyPass);
if (privateKey == null) {
return null;
}

return encryptByPrivateKey(src, privateKey);

}

/ * %
* ARIERSAT RN

* @param src
* @param pfxPath
* @param priKeyPass
* @return
*/
public static String encryptByPriPfxStream(String src, byte[] pfxB
ytes, String priKeyPass) {
PrivateKey privateKey = RsaReadUtil.getPrivateKeyByStream(pfxB
ytes, priKeyPass);
if (privateKey == null) {
return null;
}

return encryptByPrivateKey(src, privateKey);

}

/ * %
* ARIERLEAINE

* @param src
* @param privateKey
*/
public static String encryptByPrivateKey(String src, PrivateKey pr
ivateKey) {

byte[] destBytes = rsaByPrivateKey(src.getBytes(), privateKey,
Cipher.ENCRYPT_MODE);

if (destBytes == null) {
return null;

AAYE FERHESORERS 4132 Copyright @2018 www.xinyan.com -12-
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}
return FormatUtil.byte2Hex(destBytes);

b

/* *
* FERECer NAMRIZMRE
*

* @param src
* @param pubCerPath
* @return
*/
public static String decryptByPubCerFile(String src, String pubCer
Path) {
PublicKey publicKey = RsaReadUtil.getPublicKeyFromFile(pubCerP
ath);
if (publicKey == null) {
return null;
3

return decryptByPublicKey(src, publicKey);
}

/ * %
*RIE AP ARE

* @param src
* @param pubKeyText
* @return
*/
public static String decryptByPubCerText(String src, String pubKey
Text) {
PublicKey publicKey = RsaReadUtil.getPublicKeyByText (pubKeyTex
t);
if (publicKey == null) {
return null;
3

return decryptByPublicKey(src, publicKey);
}

/ * %
* ORI AR

* @param src
* @param publicKey
* @return
*/
public static String decryptByPublicKey(String src, PublicKey publ
icKey) {

try {
byte[] destBytes = rsaByPublicKey(FormatUtil.hex2Bytes(src

), publicKey, Cipher.DECRYPT_MODE);
if (destBytes == null) {
return null;
}

return new String(destBytes, RsaConst.ENCODE);
} catch (UnsupportedEncodingException e) {
log ("M ESE" + e);

}

AAYE FERHESORER S 4132 Copyright @2018 www.xinyan.com -13-
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return null;

*/

@param srcData JRAFET
@param publicKey /%48

@param mode fN% OR &%
@return

public static byte[] rsaByPublicKey(byte[] srcData, PublicKey publ
icKey, int mode) {

try {

Cipher cipher = Cipher.getInstance(RsaConst.RSA_CHIPER);
cipher.init(mode, publicKey);

/1 BN

int blockSize = (mode == Cipher.ENCRYPT_MODE) ? RsaConst.E

NCRYPT_KEYSIZE : RsaConst.DECRYPT_KEYSIZE;

byte[] encryptedData = null;
for (int 1 = 0; 1 < srcbData.length; i += blockSize) {
// EEEFER2NE , ANSBIMNE RN B AFLE

byte[] doFinal = cipher.doFinal(subarray(srcbata, i, i

+ blockSize));

encryptedData = addAll(encryptedData, doFinal);
}

return encryptedData;

} catch (NoSuchAlgorithmException e) {
// //log.error ("NMBEILR-AEFENMBEEL:", e);
} catch (NoSuchPaddingException e) {
// //1og.error ("NPEIE- TRRBAMLETL ", e);
} catch (IllegalBlockSizeException e) {
// //1og.error ("RNBEIL-TTHERAN", e);
} catch (BadPaddingException e) {
// //log.error (" NMAEIE-AMUBIERE ", e);
} catch (InvalidKeyException e) {
// //log.error ("ARAEIE-TTHMAER: ", e);
3
return null;
}
/**
* FLEREIE
*
* @param srcData EEaa
* @param privateKey FL4H
* @param mode fnE OR iR
* @return
*/

public static byte[] rsaByPrivateKey(byte[] srcData, PrivateKey pr
ivateKey, int mode) {

try {

Cipher cipher = Cipher.getInstance(RsaConst.RSA_CHIPER);
cipher.init(mode, privateKey);

AU FERHESORER S 4132 Copyright @2018 www.xinyan.com -14 -
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/1 BN

int blockSize = (mode == Cipher.ENCRYPT_MODE) ? RsaConst.E
NCRYPT_KEYSIZE : RsaConst.DECRYPT_KEYSIZE,

byte[] decryptData = null;

for (int i = 0; i < srcbata.length; i += blockSize) {
byte[] doFinal = cipher.doFinal(subarray(srcbata, i, i
+ blockSize));

decryptData = addAll(decryptData, doFinal);

}

return decryptData;
catch (NoSuchAlgorithmException e) {

// //log.error ("FAREIL-REFENMBEEL:", e);
catch (NoSuchPaddingException e) {

// log.error ("REAEIL- TTHAAMLEIL: ", e);
catch (IllegalBlockSizeException e) {

// log.error ("REAREIEL-TTHKHKR/N:", €);
catch (BadPaddingException e) {

// log.error ("REAEIA-AMIBEIERE ", e);
catch (InvalidKeyException e) {

// log.error("FEAEIL-TTHMIFLER: ", e);

SN W W W W

eturn null;

}

// /////////////==========================
public static byte[] subarray(byte[] array, int startIndexInclusiv
e, int endIndexExclusive) {
if (array == null) {
return null;

if (startIndexInclusive < 0) {
startIndexInclusive = 0;

if (endIndexExclusive > array.length) {
endIndexExclusive = array.length;
3

int newSize = endIndexExclusive - startIndexInclusive;
if (newSize <= 0) {
return new byte[0];
3
byte[] subarray = new byte[newSize];

System.arraycopy(array, startIndexInclusive, subarray, 0, newS
ize);

return subarray;

}

public static byte[] addAll(byte[] arrayl, byte[] array2) {
if (arrayl == null) {
return clone(array2);
} else if (array2 == null) {
return clone(arrayl);
}

byte[] joinedArray = new byte[arrayl.length + array2.length];
System.arraycopy(arrayl, 0, joinedArray, 0, arrayl.length);
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System.arraycopy(array2, 0, joinedArray, arrayl.length, array2
.length);
return joinedArray;
}

public static byte[] clone(byte[] array) {
if (array == null) {
return null;

return (byte[]) array.clone();

3

public static void log(String msg) {
System.out.println(new SimpleDateFormat("yyyy-MM-dd HH:mm:ss")
.format(new Date()) + "\t: " + msgqg);

}
}
RsaReadUtil. java

import java.io.BufferedReader;

import java.io.ByteArrayInputStream;

import java.io.FileInputStream;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.InputStream;

import java.io.StringReader;

import java.security.KeyStore;

import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.PrivateKey;

import java.security.PublicKey;

import java.security.UnrecoverableKeyException;
import java.security.cert.Certificate;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.util.Enumeration;

import sun.misc.BASE64Decoder;

//import com.jweb.//log.Logger;

*

/
<b>/\FLEREER T A</b><br>
<br>

EE I T

@author 173
@version 4.1.0
*/
public final class RsaReadUtil {

/ * %
* FRIECer UFIZER /4R

* @param pubCerPath
* @return
*/
public static PublicKey getPublicKeyFromFile(String pubCerPath) {
FileInputStream pubKeyStream = null;

AAYE FERHESORER S 4132 Copyright @2018 www.xinyan.com -16 -
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try {

pubKeyStream new FileInputStream(pubCerPath);
byte[] reads new byte[pubKeyStream.available()];
pubKeyStream.read(reads);

return getPublicKeyByText(new String(reads));

} catch (FileNotFoundException e) {

// //log.error (" NMAXEAREFEE:", €);

} catch (IOException e) {

// log.error ("AEAXHREEAKRK:", e);

} finally {

¥

if (pubKeyStream != null) {
try {
pubKeyStream.close();
} catch (Exception e) {
e.printStackTrace();
}

3

return null;

b
/**

* IR ASACer A SIZHAEA

* @param pubKeyText
* @return

*/

public static PublicKey getPublicKeyByText(String pubKeyText) {
try {

CertificateFactory certificateFactory = CertificateFactory

.getInstance(RsaConst.KEY_X509);

bKeyText));

ficate(

BufferedReader br = new BufferedReader (new StringReader (pu

String line = null;
StringBuilder keyBuffer = new StringBuilder();
while ((line = br.readLine()) '= null) {
if (!line.startsWith("-")) {
keyBuffer.append(line);
}
}

Certificate certificate = certificateFactory.generateCerti

new ByteArrayInputStream(new BASE64Decoder () .decod

eBuffer (keyBuffer.toString())));

return certificate.getPublicKey();

} catch (Exception e) {

}

// log.error ("B APRNERK:", e);

return null;

}
/**

* ARIERLARE I REALA

* @param pfxPath
* @param priKeyPass
* @return

*/

public static PrivateKey getPrivateKeyFromFile(String pfxPath, Str
ing priKeyPass) {

AAYE FERHESORERC 4132 Copyright @2018 www.xinyan.com -17 -
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InputStream priKeyStream = null;
try {
priKeyStream new FileInputStream(pfxPath);
byte[] reads new byte[prikKeyStream.available()];
priKeyStream.read(reads);
return getPrivateKeyByStream(reads, priKeyPass);
} catch (Exception e) {
// log.error ("fEMTSCH  EERFMARK: ", e);
} finally {
if (priKeyStream != null) {
try {
priKeyStream.close();
} catch (Exception e) {
//
}

b
b

return null;

/ * %
¥ ARIEPFXALAF T IR EALER

* @param pfxBytes
* @param priKeyPass
* @return
*/
public static PrivateKey getPrivateKeyByStream(byte[] pfxBytes, St
ring priKeyPass) {
try {
KeyStore ks = KeyStore.getInstance(RsaConst.KEY_PKCS12);
char[] charPriKeyPass = priKeyPass.toCharArray();
ks.load(new ByteArrayInputStream(pfxBytes), charPriKeyPass
)
Enumeration<String> aliasEnum = ks.aliases();
String keyAlias = null;
if (aliasEnum.hasMoreElements()) {
keyAlias = (String) aliasEnum.nextElement();
}

return (PrivateKey) ks.getKey(keyAlias, charPriKeyPass);

} catch (IOException e) {

// NERW

// log.error ("fEMTX , EEAEEARI: ", e);
catch (KeyStoreException e) {

// log.error ("RERTEMERE ", e);
catch (NoSuchAlgorithmException e) {

// log.error ("AN{EENBREREL:", e);
catch (CertificateException e) {

// log.error("iEBFE:", e);
catch (UnrecoverableKeyException e) {

// log.error ("ANEMREMIMARE", e);

T R S S O S WO e W

eturn null;

RsaConst. java

public final class RsaConst {

AAYE FERHESORER S 4132 Copyright @2018 www.xinyan.com .18 -
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/** gﬁﬁ_t_ﬁ */
public final static String ENCODE = "UTF-8";

public final static String KEY_X509 = "X509";

public final static String KEY_PKCS12 = "PKCS12";

public final static String KEY_ALGORITHM = "RSA";

public final static String CER_ALGORITHM = "MD5WithRSA";

public final static String RSA_CHIPER = "RSA/ECB/PKCS1Padding";

public final static int KEY_SIZE = 1024;
/** 1024bit fNEER K/ */

public final static int ENCRYPT_KEYSIZE = 117;
/** 1024bit R KN */
public final static int DECRYPT_KEYSIZE = 128;

FormatUtil. java

import java.math.BigDecimal;
import java.text.DecimalFormat;
import java.text.SimpleDateFormat;
import java.util.ArraylList;

import java.util.Date;

import java.util.HashSet;

import java.util.Iterator;

import java.util.List;

import java.util.Set;

public final class FormatUtil {
/** —=============JS Base=================== */
/7 FTR A AR (BER) */
public static boolean isNumber(Object arg) {
return NumberBo(0, toString(arg));
}

/** FIRTR R AN (BFERE, BIERE) */

public static boolean isDecimal(Object arg) {
return NumberBo(1, toString(arg));

}

/** FRRARANT ATREtrue */
public static boolean isEmpty(Object arg) {
return toStringTrim(arg).length() == 0 ? true : false;

/**
* Object ¥l Int #HRM REIFGAE 0 <br>
:/ﬁ}ﬂ:tolnt(ﬁ,%ﬁAﬁ[ﬁiﬁ])

public static int toInt(Object... args) {
int def = 0;
if (args != null) {
String str = toStringTrim(args[0]);
/7 I INBUB L. &5/

int stri = str.indexOf('."');
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str = stri > 0 ? str.substring(0, stri) : str;
if (args.length > 1)
def = Integer.parseInt(args[args.length - 1].toString(
));
if (isNumber(str))
return Integer.parseInt(str);

return def;

by

/**
* Object H#m Long ¥itkM REZOAE 0 <br>
* {£/: toLong ({E, BUAE[EIR])
*/

public static long toLong(Object... args) {
Long def = 0OL;
if (args != null) {
String str = toStringTrim(args[0]);
if (args.length > 1)
def = Long.parseLong(args[args.length - 1].toString())

if (isNumber(str))
return Long.parseLong(str);

return def;

}

/**
* Object #%#tak Double ##kW REEIAE 0 <br>
* {£: tobouble ({8, EAE[HEH] )
*/
public static double toDouble(Object... args) {
double def = 0;
if (args !'= null) {
String str = toStringTrim(args[0]);
if (args.length > 1)
def = Double.parseDouble(args[args.length - 1].toStrin
9());
if (isDecimal(str))
return Double.parseDouble(str);

}

return def;

}

/**

* Object ##ipk BigDecimal #3fskM R[EIZMAME O <br>

* {#:toDecimal ({&, BHAME[EE]) 455FE: new BigDecimal(Double) £
BRE , 155k String

*/
public static BigDecimal toDecimal(Object... args) {
return new BigDecimal(Double.toString(toDouble(args)));
}
/**

* Object #3¥#ip, Boolean #:#isk R[EIZNA{E false <br>
* {#F3:toBoolean ({&, BHAE [EE])
*/
public static boolean toBoolean(String bool) {
if (isEmpty(bool) || ('bool.equals("1") && 'bool.equalsIgnoreC
ase("true") && 'bool.equalsIgnoreCase("ok")))

AAYE FERHESORER S 4132 Copyright @2018 www.xinyan.com =20 -



4.2 javafilzg

return false;
else
return true;

by

/**
* Object ##imf String Anull REIFFH <br>
* fEH:toString ({&, FAME[¥EHH] )
*/
public static String toString(Object... args) {
String def = "";
if (args != null) {
if (args.length > 1)
def = toString(args[args.length - 1]);
Object obj = args[0];
if (obj == null)
return def;
return obj.toString();
} else {
return def;
3

3

/**
* Object ##py String[EFRATATHE]; Anull REITFR <br>
* {#F:toStringTrim({&, BHAE [EE])
*/
public static String toStringTrim(Object... args) {
String str = toString(args);
return str.replaceAll("\\s*",6 "");

/** —=============Qther Base=================== */
public static String getNowTime() {
return new SimpleDateFormat("yyyy-MM-dd HH:mm:ss").format(new
Date());

}

/** WFENFNO , ob] : EXMORIER , length:FMOEMKKE */

public static String leftPad(Object obj, int length) {
return String.format("%0" + length + "d", toInt(obj));

}

/N B ARt/
public static String toPercent(Double str) {
StringBuffer sb = new StringBuffer(Double.toString(str * 100.0
000d));
return sb.append("%").toString();
}

/[ AN BN/
public static Double toPercent2(String str) {
if (str.charAt(str.length() - 1) == '%"')
return Double.parseDouble(str.substring(0, str.length() -
1)) / 100.0000d;
return 0d;
}

/**
¥ ¥byte[] HBRETHE
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*/
public static String byte2Hex(byte[] srcBytes) {
StringBuilder hexRetSB = new StringBuilder();
for (byte b : srcBytes) {
String hexString = Integer.toHexString(Ox00ff & b);
hexRetSB.append(hexString.length() == 1 2 0 : "").append(h
exString);
3
return hexRetSB.toString();

3

/* *
:/4%1653%'@%%%%%?&&?%%

public static byte[] hex2Bytes(String source) {
try {
byte[] sourceBytes = new byte[source.length() / 2];
for (int 1 = 0; i < sourceBytes.length; i++) {
sourceBytes[i] = (byte) Integer.parseInt(source.substr
ing(i * 2, i * 2 + 2), 16);

return sourceBytes;

} catch (NumberFormatException e) {

log( " i4E" + e);

throw new NumberFormatException();

}

/** String % Money */
public static String toMoney(Object str, String MoneyType) {
DecimalFormat df = new DecimalFormat (MoneyType);
if (isDecimal(str))
return df.format(toDecimal(str)).toString();
return df.format(toDecimal("0.00")).toString();

}

/** FEFFEstr Aifilenfuk */
public static String getLeft(Object obj, int len) {
String str = toString(obj);
if (len <= 0)
return "";
if (str.length() <= len)
return str;
else
return str.substring(0, len);

}

/*r R ERstr Aililenfudy */
public static String getRight(Object obj, int len) {
String str = toString(obj);
if (len <= 0)
return "";
if (str.length() <= len)
return str;
else
return str.substring(str.length() - len, str.length());
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/**
* HFERANG
*/
public static String firstCharToLowerCase(String str) {
Character firstChar = str.charAt(0);
String tail = str.substring(1);
str = Character.toLowerCase(firstChar) + tail;
return str;

by

/**
* EFBEKS
*/
public static String firstCharToUpperCase(String str) {
Character firstChar = str.charAt(0);
String tail = str.substring(1);
str = Character.toUpperCase(firstChar) + tail;
return str;

3

/**
* ListR&EREEME REEBTEAMERE , . WHEES , BCE
*/
@SuppressWarnings({ "rawtypes'", "unchecked" })
public static List delMorelList(List list) {
Set set = new HashSet();
List newList = new ArrayList();
for (Iterator iter = list.iterator(); iter.hasNext();) {
Object element = iter.next();
if (set.add(element))
newList.add(element);
}

return newList;

}
public static String formatParams(String message, Object[] params)

StringBuffer msg = new StringBuffer();
String temp = "";
for (int 1 = 0; i1 < params.length + 1; i++) {
int j = message.indexOf("{}") + 2;
if (j > 1) {
temp = message.substring(0, j);
temp temp.replaceAll("\\{\\}", FormatUtil.toString(p

arams[i]));
msg.append(temp);
message = message.substring(j);

} else {
msg.append(message) ;
message = "'";
}
3
return msg.toString();
3
V= ——=======—==——l N D= ==—==——==——0

public final static class MoneyType {
/o REBAUAEET  BRuEESRIT (BUA) */
public static final String DECIMAL = "#, ##0.00";
/o REBAUAVETF */
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58. public static final String DECIMAL_2 = "0.00";

59. /I RBAMEYRTFE */

70. public static final String DECIMAL_4 = "0.0000";

71. }

2.

73. private static boolean NumberBo(int type, Object obj) {

74. if (isEmpty(obj))

75. return false;

76. int points = 0;

7. int chr = 0;

78. String str = toString(obj);

79. for (int i = str.length(); --i >= 0;) {

30. chr = str.charAt(i);

31. if (chr < 48 || chr > 57) { // ¥¥¥=F

32, if (i == 0 && chr == 45) // $WF - 5

B3. return true;

34, if (i >= 0 &% chr == 46 && type == 1) { // #kfy . S

35. ++points;

36. if (points <= 1)

37. continue;

38.

39. return false;

J0. }

1. }

92. return true;

33. }

4.

95. public static void log(String msg) {

96. System.out.println(new SimpleDateFormat("yyyy-MM-dd HH:mm:ss")
.format (new Date()) + "\t: " + msqg);

37. }

8. }
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4.3 phpin&;
Encryptutil.php

<?php

/**
* Created by PhpStorm.
* User: BF100311
* Date: 2018/7/29
* Time: 17:59
*/
class Encryptutil
{

private $private_key;
private $public_key;

function __construct($private_key_path, $public_key_path, $private
_key_password, $Debug = FALSE)

if (!$Debug) {
ob_start();

3

// WatE FREA

$pkcsl1l2 = file_get_contents($private_key_path);

$private_key = array();

openssl pkcsl2_read($pkcsli2, $private_key, $private_key_ passwo
rd);

//echo "FLEARARRIF:", empty($private_key) == true ? 'ABEJFF':"’
H.I—FH', ll\nll;

$this->private_key = $private_key["pkey"];

/**
* $keyFile = file_get_contents($public_key_ path);
* $this->public_key = openssl_get_publickey($keyFile);
* LOG: :LogWirte(empty($this->public_key) == true ? " AE2AT]
AR *:/ "NARATRATAY);

if (!'$Debug) {
ob_end_clean();
}

}

// FLEAIER
function encryptedByPrivateKey($data_content)
{
$data_content = base64_encode($data_content);
$encrypted = "";
$totalLen = strlen($data_content);
$encryptPos = 0;
while ($encryptPos < $totallLen) {
openssl_private_encrypt(substr($data_content, $encryptPos,
117), $encryptData, $this->private_key);
$encrypted .= bin2hex($encryptData);
$encryptPos += 117;
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¥

return $encrypted;

3

/] RNERfRE
function decryptByPublicKey($encrypted)

if (!function_exists('hex2bin')) {
throw new Exception(™&EMHhex2binAix");
3

$decrypt = "";

$totalLen = strlen($encrypted);

$decryptPos = 0;

while ($decryptPos < $totallLen) {
openssl_public_decrypt(hex2bin(substr($encrypted, $decrypt

Pos, 256)), $decryptData, $this->public_key);

$decrypt .= $decryptData;
$decryptPos += 256;

3

$decrypt = base64_decode($decrypt);

return $decrypt;

}

/**
* function hex2bin( $str ) {
* $Sbln = Illl;
* $len = strlen( $str );
* for ( $1 = 0; $i < $len; $i +=2 ) {
* $sbin .= pack( "H*", substr( $str, $i, 2 ) );
*
* return $shin;

} * } */
FiaAA

// **** SeBASEGAMITIRAZEBRSAMEE ***  $pfx_pwdfLiRig1E  $pfx_pwdFLsR%ES
$encryptUtil = new EncryptUtil($pfxpath, "", $pfx_pwd, TRUE); //3Rflfk,
mzE,

$data_content = $encryptUtil->encryptedByPrivateKey($data_content);
echo $data_content;
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4.4 cHIB X

1. string pfxPath = "D:\\CER\\8000013189_pri.pfx";//F.401%1%

2. string pfxPwd = "217526";//F47%05

3. string XmlOrJson = "123456";//{3hN&¥kiE

4. string data_content = RSAUtil.EncryptRSAByPfx(XmlOrJson, HttpContext.C
urrent.Server .MapPath(pfxPath), pfxPwd);

5. Log.LogWrite("====f1%&:" + data_content);

BRESEMME

£+

e RSACode.rar
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4.5 pythonfin%&%

4.5 pythonin%z

£iE  nRFEHpython3. * fEWindowsi#t{TH 4% , AFEHwindows ARG
M2Crypto , EARRLLEHTh. AJAFEMHvmware workstationg{#virtualbox®
Fliunxai#EMac 0SEZIHITIFA.

Python 2.*hr 4~

import base64
import M2Crypto
class RsaUtil:

@staticmethod
def encrypt(digest, private_key):
digest=base64.b64encode(digest)
result = ""
while (len(digest) > 117):
some = digest[0:117]
digest = digest[117:]
result += private_key.private_encrypt(some, M2Crypto.RSA.p
kcsl_padding).encode("hex")

result += private_key.private_encrypt(digest, M2Crypto.RSA.pkc
s1_padding).encode("hex")

return result

if __name__ == "__main__":
private_key = M2Crypto.RSA.load_key('8000013189_pri.pem')
result= RsaUtil.encrypt("123456", private_key)
print result

Python 3.*hR A<

import base64
import M2Crypto
class RsaUtil:

private_key = M2Crypto.RSA.load_key('8000013189_test.pem')

@staticmethod
def encrypt(digest, private_key):
digest=base64.b64encode(digest.encode('utf-8"))
result = ""
while (len(digest) > 117):
some = digest[0:117]
digest = digest[117:]
result += private_key.private_encrypt(some, M2Crypto.RSA.p
kcsl_padding) .hex()

result += private_key.private_encrypt(digest, M2Crypto.RSA.pkc
sl _padding).hex()

return result
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19.

20, if __pame__ == "__main__":

21. rsaltil=RsaUtil()

22. result=rsauUtil.encrypt("123456",RsaUtil.private_key)
23. print(result)
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4.6 node jsfinz®

4.6 node jsiin%&

const fs=require('fs');

const crypto=require('crypto');

const privateKey=fs.readFileSync('8000013189 pri.pem', 'utf-8"');
console.log(privateKey);

function encrypt(stuff) {
let encryptString = Buffer.from(Buffer.from(stuff).toString('base6
4'));
let result ='";
while (encryptString.length > 117) {
const chunk = encryptString.slice(0, 117);
encryptString = encryptString.slice(117);
result += crypto.privateEncrypt(privateKey, chunk).toString('h
ex');
3
result += crypto.privateEncrypt(privateKey, encryptString).toStrin
g('hex");
return result;
}

console.log(encrypt("123456"));
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4.7 pfxtEpem

4.7 pfxtEpem

1.7fopenss1lFH44 : openssl pkcsl2 -in 8000013189 _pri.pfx -out
8000013189_pri.pem -nodes , HyA\ZEL 440 :

onTo ] i i BNE S 2512 —in BROBE13189 _pri.pfx —out B080

_pri.pemn

2. FELELZRNTFRE
Fraah -
] 8000013189 _pri pencd |

bag Attributes

localKeyID: F6 04 6D 66 6F 42 BA 87 DA 28 90 64 2B SC 1B B9 1D OE B3 5D

friendlyMams: BﬂﬂEDlELEQ*allaa
subject=/CH=RootChSCU=Bacfoo/0=Bacfco/L=5hanghai/ST=Shanghai/C=CH
issuer=/CH=RoocCh/0U=Bacfoo/O0=Baofoo/L=Shanghai/5T=5hanghai /C=CH
=====BEGIN CERTIFICATE----=-=
MIIDFiCCAn+gAWIBAGIJALIJR4XS P kEMAOGCSqGS Ib3DQEBBQUAMGY x DI ANBGHY
BAMTBLJvb3IRDOTEPMAOGALUECxMGOmME v Im v S wD YDV EwICYH Smb2 8xETAP
BgVBACTCENoYWSnaGRpMREWDW YDV OO IEWwhTaGFuZ 2hnaTELMAKGAIUEBRMCOO 4w
HocHMT cwNT IZMT IWNZEIWhcHM | cwNT IOMT IwNZE 3W{ BmMOEwDOYDVOQDEWZSb2 90
QOExDzANBgNVBASTELIhb2 ZvbzEPHAOGRLTEChMGmEFvIn S vHREWDW Y DVOQHEWRT
aGFuZ2hhaTERMASGRITECBMIUI hhbmdo YWk CzAJBgHVBAY TAKNOMIGEHAOGCSqE
5Ib3DGERAQUARSGHADCBLGHBgODASAMWIxJelysST /uf 6DFeXBMrbkgaBoThZ ¥ Tdg
LwuceBLeTABEGZgUnl 2uudpAJON2vzpLPcz4vWRLELT3FsJb IcELKL THLoafi X
eFBuuldlnRhVoikcentGP430ncHnun+vEScAROvagI2HRNT+aelolkEg2XtANelg
Kég¥mQIDAQARBoSHIMIHIMBOGAL TdDgQWBE B EcD¥nEDEOWY14C5Dej Xxhd2zhzCH
mAYDVROIBIGGMIGNgBQBEcDEnEDbOWY14CS5De Xxhd2 zn 6 FqpEgwZ J EPHADGALTE
AaGTm v dENBH A wDQ Y DV OO LEWwICYW mkh 2 B x D A BgHVERACTBeThib2 Zvh ZERMAEG
ALUEBxHIUZ hhbmdo YWk ETAPBgNVBAGTCFHo YW EnaGFpMQawt QY DVOOGEWIDT oI
AILJRAXSIP) kfMAWGA Ll TdEWQ FMAMBAL SwDOY JEoZ INvCecHAQEFBOADGYEAYWEJ= 605
DT o0DNGY 0o RxnT LKL SBgY 2uPeWP St IHA0OInTMIAIZR1 Y I a2 SZKKa2BOVAD O vEN
rHeCyBYcS0qd 1 YW4Agokpp 8N 1cOMKIT4hz 1 2plndyv2 OQwEVSgZ D/ HSH+1 U0l LY
ACHE+VdaT8wSASHVCEVBGSAUShErRN Jradg=

Bag Atcribuces
localKeyID: F5 04 6D 65 6F 42 BS 27 DA 28 50 64 2B SC 1B BS 1D OE B3 %D
friendlyName: 8000013189 alias

KE'}' Accribuces: <No ATTEL -

HMIICdgIBADANBgkghkiGIwOBRQEFARSCARAWwggJoAgEARCGBAMDEAZANEL4rL1F+
S5/oMVScExtuSCzyhNclhH2ovCSx TwozaREQImESaXa652 kikSba,/0ka9zFi9aEaR
SPcHWlahwENTXaswuhS+JEVAd4EGE T THAGEW aRxEe0Y/{ £5dw2 a6 60 Lmgho6 /G
IY1FdPSp4igiQSDZelBZiorqhgi AgMBARECGY AR vgCYhE4XEFmDz 38bwwIvidhg
ccSeRik0MS58gr+85Cc50acLrLi IHCypnD++mux TOvTeugaLF i 4HBPoeEdNxRG /NI Z
e2+ma 70/ LO09YZmrARDqCAWIMO] hicaov TES1ELSQIGD HOMMen D/ UIY el
k8 YxSKE/ ULkTLGn+1QJBAOFNU0oT ZI £ leFCHZM Y/ 4HvAkDDae 0Edn Y+ HvTGdGHzd
t2sEc/ f0valiwFTHY+NEBpg 5XiUNT +a2 Jvx5Ualj JeRaCQQDb ImEVDIeiox3u/ Ogp
go+ZQomAVimTaNpr+IraZ8 TAVPREbrS8nd+l ekzd4 Zrvl3Tnhl 1h50dnhMdXdT+coow
SopbAkBWDZWlBOXUEWwI+3MEu T LD FvwkoUscCe4RCOIOVYDASAV S/ 2 TwLl/ fuFdEbL
Lfat¥llkJyIAPbnEYwiqle 2 UOUTHAKELUB4pY SEJ+HINMNmoglCrHEBaKINWiAoXT
FPha¥D5112Roaf+1m/ GaWAZO0KPrL4 fyOp/ FitWIkaThTgé6yrLRocaZAkEAIVAEIEEL
rzWEcLikIMagZ5iMHIZDodIAZFOInkDPm+SET3kTh4aglxR1EC /uveEX+Z28bTa0
Z2aSHHV+La0S e

AU FERHESORER S 4132 Copyright @2018 www.xinyan.com

-31-



4.7 pfxtEpem

[=] 5000013188 _pri. pemEd

=] & LA s 03 D =k

====BEGIN PRIVATE KEY-———-
MITICdgIBADANBgkghkiGOWwOBAQEFAASCAMAWgyJcAgEAROGBAMDEAZANF14r L1+
5/ oMVEcExcuSCzyhNolhN2ovCsxTwrzsAEQZmESaXass2kAkSba/Oks9zPi9aEsR
SPCWWlahwSWIXNewuh5+J8Vd48GETHIWAGIW]aRx6e0Y/J£5dw2e6£69Lmghob/ G
3Y1FdPS5p4igiQSDZe0BZ4iorghAqZ AgMBARECGYARVGCYhE4XEPmDz 38bwwIvidAg
ttSeRk0M58gr+85Ct50acLrLiIHCypnD++mwx 7OvleugesLFi4HBPoeEdNxRG/ hIZ
e2+ma70,/L09YZmrAROgQCAWEMQlhkeovud4uGL] 79651 kLEQIGovuCEQMMmU/UIY U
kE8Y=EEB,/ULKkTLGn+1QJBAOFXUOoTZIf1mFCHEZMY/ 4NyAkDYae 0Edny+HvTGdGWzd
t2s8Ec/ fQvaiwFTHX+NEBpgSXiUNT+a2Jvx5UaNj JeRasCQODbImEVDIeiox3u/Qgp
ge+ZQomAVimTsNpx+TraZ8 TAvpRErSEBh4+16kz4ZrvR3Tnhl 1h50dhMdXdT +coow
S59pbAkBwDZwlBONUEWI+9MGuTLDX FvwkeUacC64RCO30OVYDAGAV/ 2 TwL/ fuFd8bi
faCXlLkJyZAPEmBYwdqOe62UCUUHAKBLUB4pY SEJ+HIFM moglCrHEBaKJHWioKT
Pha¥D5112RosF+1m/GaWAZOKPrL4£yOp/ FkWIkaThTg66yrLRoaZAKkEA3VS6IEEL
rQzWFcLikLMaQZ5siMHi2Do9IAZFOLnkDPm+5EJ3kTb4aglxR1£C/uvzBX+ZEbTal
Z5aSHHV+Ls05Uw=—

=====END PRIVATE EKEY=--—==
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5.1 F4 (.pfx) XHFRIKE

EVEEREA S TR AR IRAE A ) B SR B A IR SUIEF AR 525, SXAERKSFAL -
1, FEFRBALNTERAMBSE X INEMHACE.
Zﬁﬁ?ﬁ??%ﬁmavenﬂ’ﬂﬂﬂlﬁﬁ R ARNE&E A T B EFS BB LK.
a0 :

Liunx®&%:: /data/file

Windows : E:\CER\8000013189
]

g (E) » CER » 8000013189

HE ~ =F e g
=2 ’ R EE =]
(% 8000013189 _pri.pfx 2017/5/26 20:07 Personal In
| 7] bfkey_800001318%.cer 2018/5/7 14:56 CER 32{%

BRSO



5.2 IIRAXMEEMERND AT

5.2 IS MEE MR AR

1LAERSAHMFLAEBESE X , NRANEZ—XREEME L2
1.

fEwindows N Al IR IR RASCHM ARMRERL S |, SNREES ARA—E , 20R7R
[ N ZERSAIERS] WIARBENZE AN , B0

~

- .
iFBEA AE= 2

=8
ATHiIEEZ. EREBRIPEE-

IR ED-
TEE):
00000

EBIEER . MR AR, SAUREFRRLE, E82
[ Fes) a2 ]

W ETEIHEE (W A REE ) -

| Q SABTEAER,

| B

Ki—$o|F—sm> [ w#E ||

fEliunx AT RAfEopenss]l $H4Tdr4 : openssl pkcsl2 -nodes -nokeys -in
8000013189_pri.pfx -passin pass:123456 -out test.cer
FRBIEI - Mac verify error: invalid password?

AC verified OK

23245 . DerlnputStream.getLength(): lengthTag=111, too big#0;n
IR AT

AJgEfEmavenil B P A S —IRE W E src/main/resourcesfEANERT , 716
BB IZITHREI., REAmaventTEH IR B HREAN M | IEPMABIS .
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5.2 ML MEREMERNE AT

NE—  EFDEAXHFERME R , A5 SnavenT R,
AT ATARAISERARAR |, BRI,

1. <plugin>

2. <groupId>org.apache.maven.plugins</groupId>

3. <artifactId>maven-resources-plugin</artifactId>

4., <configuration>

5. <encoding>UTF-8</encoding>

6. <!-- igRgAcer. pFxARERIHE -->

7. <nonFilteredFileExtensions>

8. <nonFilteredFileExtension>cer</nonFilteredFileExte
nsion>

9. <nonFilteredFileExtension>pfx</nonFilteredFileExtension>

10. </nonFilteredFileExtensions>

11. </configuration>

12. </plugin>
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5.3 " REER L

5.3 R BERZ

MRAFAAFHI : BASAEAT. MEBIEREAT, KigSREENT. MEHIEE
BIRBEATIEHE I, XEERIREE R BT pos tiR AR A XA SBH AR S ImIZE
R IBEEREIR R AR, BRS 2 0RMDemo, BAIRAZATUA ¢

INEZTF=5 . SR RIE2 Ak : Content-Type: application/x-www-
form-urlencoded;charset=utf-8

SZER : https://blog.csdn.net/tycoon1988/article/details/40080691
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5.4 FER B O Aip

5.4 FER SR AP

AR E AT AN eI — AR AKX A —ZRigk 2 A —3 , BARRTAEB#EO L
#, FERRAFE LRIpREB AR, BEXNVNip B AEERELIM.
https://docs.qq.com/sheet/DSWF5TVd1ZWhNZU91?
tab=BB08J2&Cc00rd=B14%24B14%240%240%241%240ss
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6. % WQ&A

Jk

6. % ILQ&A

6.1 Q:HEAREINAMEIIEREASIKREA ?

A MRAIME BEREREARIUREIE | 07 TSIl $5-Z SR E B RAE.

6.2 Q:HIMEKIRSCHEMT KRB ML AT BE 2

A FAIRNBEEXAME LR | BRRVCANEEMRERMEHIT RNOEL. —RITFERNIR
HE : 1. AR RAMBERETIE | ERINRIRE LEMERNOAS. 2. X
%%@z}ﬁﬁbasemﬁﬁﬁﬁﬁ , SEIERITHESRIE. 3. MEBENALAFBREN AR
_X‘ .

6.3 Q: B SAFAEBWLEN ?

A —fAE PSS 5ERMIENNA L |, R E TE SN AENAE | ISR
BEVEKINNEIER |, (EXE S REEEKERFER .

6.4 Q:ATABIITRABEERRAL ?

AER—E ST SEEKNE TR STERIEE—M , RE8EKk—X.

6.5 QBT KinsE{tAa? EMEREIKRE] ?

AR PS, RigSENIAT XHENEFAENARZGES . MR EDemo¥IELE L
e, ERXIMRASERITING |, KEFNSIXARAMBRAEF.

6.6 Q:ITZEAXNSEAEAR ? R EFNHIREILER ?

{}( : &%%%U%’éﬁﬂz@ﬁ%ﬂ XM EIREIEC AR NS, FAENMKSE , R
R IBZEZR,

6.7 Q:SICE R IAFEMPE K 2

AT PUESRFTEIFACE& (https://open.xinyan.com) {%Eézﬂ?wﬁiﬁﬂﬁ%ﬂio

X
TABER EER
Ela
e
BRE NS
=65
Iy ST
HAiF SEREBRRIER
EEE? S EiAA

6.8 Q: HBRTO] B0 o] e S & 2
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6. % NQ&A

A EFFA¥E (https://open.xinyan.com)

, KPEIE- - - I TREREE,
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7. KT hnE-HAd

7.5 Fhng-Eib
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i

‘)

I

AES/Nf

=
¥

R
u

A

AES/Nfigsz
AESHIkey EE R & R REALEUANAESHR IR S |, SR FELE{E , BRI

o
BHR->APP0->EERE - >R PEH
javahR4x
/* *
* WERETA
*/

private static final String KEY_ALGORITHM = "AES";

/**

* nE/fEEEE / TEER /7 ERAR
* PKCS5PaddingiEFE A=

*
/
private static final String CIPHER_ALGORITHM = "AES/CBC/PKCS5Paddi
ng";
private static final String IV_STRING = "DEVICE-AES000000";
/**
* {FFAESEIAB TN
* @param source IR
___* @param key RMA-AIFERBUTHRT-GIREL , * N, 5 WAEFAQ- AESINE H AN
ATHRER * *
* @return X
*/
public static String encrypt(String source, String key){
try {
if (key == null || "".equals(source)) {
return null;
}
byte[] keyBytes = key.getBytes();
SecretKeySpec skeySpec = new SecretKeySpec(keyBytes, KEY_A
LGORITHM) ;
byte[] initParam = IV_STRING.getBytes();
IvParameterSpec ivParameterSpec = new IvParameterSpec(init
Param) ;

.
4

Cipher cipher = Cipher.getInstance(CIPHER_ALGORITHM);
cipher.init(Cipher .ENCRYPT_MODE, skeySpec, ivParameterSpec)

byte[] encrypted = cipher.doFinal(source.getBytes(Charset.

forName("UTF-8")));

return Base64.encode(encrypted);

} catch (Exception e) {

}
/**

log.warn("encrypt Exception source {}, key {}",source, key)

return null;

*  AESHARE
* @param source X
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AES/Nf

=
EX

* @param key FMA-AIFEFEAFFIRTEAIREL , ** VN & WIRIBIFAQ- AESINE 472N

fATARER * *
* @return BAXC
*/
public static String decrypt(String source, String key) {
try {
if (key == null || "".equals(source)) {
return null;
}

byte[] keyBytes =key.getBytes();

SecretKeySpec skeySpec = new SecretKeySpec(keyBytes, KEY_A
LGORITHM) ;

byte[] initParam = IV_STRING.getBytes();

IvParameterSpec ivParameterSpec = new IvParameterSpec(init
Param) ;

Cipher cipher = Cipher.getInstance(CIPHER_ALGORITHM);

cipher.init(Cipher.DECRYPT_MODE, skeySpec, ivParameterSpec);

byte[] sourceBytes = new BASE64Decoder().decodeBuffer(sour
ce);

byte[] original = cipher.doFinal(sourceBytes);

return new String(original, Charset.forName("UTF-8"));

} catch (Exception e) {

log.error("decrypt Exception source {}, key {}", source, key

)

return null;

PHPRZ $IV="DEVICE-AES000000”

/**
* AES/CBC/PKCS5Padding Encrypter
*
* @param $str
* @param $key
* @param $iv
* @return string
*/
function encryptNew($str, $key, $iv)

{
return base64_encode(openssl_encrypt($str, 'AES-128-CBC', $key
, OPENSSL_RAW_DATA, $iv));
}

/**
* AES/CBC/PKCS5Padding Decrypter
*
* @param $encryptedStr
* @param $key
* @param $iv
* @return string
*/
function decryptNew($encryptedStr, $key, $iv)

{
return openssl_decrypt(base64_decode($encryptedStr), 'AES-128-

CBC', $key, OPENSSL_RAW_DATA, $iv);
}
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C#hRZ IV="DEVICE-AES000000”

/**

* g

*/

public static string Encrypt(string toEncrypt, string key, string

{

iv)

byte[] keyArray = UTF8Encoding.UTF8.GetBytes(key);

byte[] ivArray = UTF8Encoding.UTF8.GetBytes(iv);

byte[] toEncryptArray = UTF8Encoding.UTF8.GetBytes(toEncry
pt);

RijndaelManaged rDel = new RijndaelManaged();
rDel.Key = keyArray;

rDel.IV = ivArray;

rDel.Mode = CipherMode.CBC;

rDel.Padding = PaddingMode.PKCS7;

ICryptoTransform cTransform = rDel.CreateEncryptor();
byte[] resultArray = cTransform.TransformFinalBlock(toEncr
yptArray, 0, toEncryptArray.Length);

return Convert.ToBase64String(resultArray, 0, resultArray.
Length);

}

/**
* fRE
*/

public static string Decrypt(string toDecrypt, string key, str
ing iv)
{
byte[] keyArray = UTF8Encoding.UTF8.GetBytes(key);
byte[] ivArray = UTF8Encoding.UTF8.GetBytes(iv);
byte[] toEncryptArray = Convert.FromBase64String(toDecrypt
)

RijndaelManaged rDel = new RijndaelManaged();
rDel.Key = keyArray;

rDel.IV = ivArray;

rDel.Mode = CipherMode.CBC;

rDel.Padding = PaddingMode.PKCS7;

ICryptoTransform cTransform = rDel.CreateDecryptor();
byte[] resultArray = cTransform.TransformFinalBlock(toEncr
yptArray, 0, toEncryptArray.Length);

return UTF8Encoding.UTF8.GetString(resultArray);
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javaskif

package com.xinyan.credit.util;

import java.io.UnsupportedEncodingException;
import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.text.SimpleDateFormat;

import java.util.Arrays;

import java.util.Date;

import sun.misc.BASE64Encoder;

public class MD5Utils {

private static final String HEX_NUMS_STR "0123456789ABCDEF" ;
private static final Integer SALT_LENGTH Integer.valueOf(12);
private static final String KEY_MD5 = "MD5";
private static final String[] STR_DIGITS = { "e", "ai",6 "2",6 "3",6 "
4||, ll5l|, ll6ll, ||7|l, l|8ll, Il9|l, lla”, Ilbll, "C", ||d|l,
Ilell, llfll };

public static byte[] hexStringToByte(String hex) {
int len = hex.length() / 2;
byte[] result = new byte[len];
char[] hexChars = hex.toCharArray();
for (int 1 = 0; 1 < len; i++) {
int pos =i * 2;
result[i] = (byte) ("0123456789ABCDEF".index0f(hexChars|[po
s]) << 4
| "0123456789ABCDEF".index0f (hexChars[(pos + 1)]))

3

return result;

}

public static String byteToHexString(byte[] b) {
StringBuffer hexString = new StringBuffer();
for (int 1 = 0; 1 < b.length; i++) {
String hex = Integer.toHexString(b[i] & OXFF);
if (hex.length() == 1) {
hex = new StringBuilder().append('0"').append(hex).toSt
ring();
}
hexString.append(hex.toUpperCase());

}

return hexString.toString();

}

public static boolean validPassword(String password, String passwo
rdInDb)
throws NoSuchAlgorithmException, UnsupportedEncodingExcept
ion {
byte[] pwdInDb = hexStringToByte(passwordInDb);
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byte[] salt = new byte[SALT_LENGTH.intValue()];
System.arraycopy(pwdInDb, 0, salt, 0, SALT_LENGTH.intValue());
MessageDigest md = MessageDigest.getInstance("MD5");
md.update(salt);

md.update(password.getBytes("UTF-8"));

byte[] digest = md.digest();

byte[] digestInDb = new byte[pwdInDb.length - SALT_LENGTH.intV
alue()];

System.arraycopy(pwdInDb, SALT_LENGTH.intValue(), digestInDb,
0, digestInDb.length);

return Arrays.equals(digest, digestInDb);
}

public static String getEncryptedPwd(String password)
throws NoSuchAlgorithmException, UnsupportedEncodingExcept

ion {
byte[] pwd = null;
SecureRandom random = new SecureRandom();
byte[] salt = new byte[SALT_LENGTH.intValue()];
random.nextBytes(salt);
MessageDigest md = null;
md = MessageDigest.getInstance("MD5");
md.update(salt);
md.update(password.getBytes("UTF-8"));
byte[] digest = md.digest();
pwd = new byte[digest.length + SALT_LENGTH.intValue()];
System.arraycopy(salt, 0, pwd, 0, SALT_LENGTH.intValue());
System.arraycopy(digest, ©, pwd, SALT_LENGTH.intValue(), diges
t.length);
return byteToHexString(pwd);
}
public static String encryptMD5(byte[] data) {

try {
MessageDigest md5 = MessageDigest.getInstance("MD5");

md5.update(data);
return byteToString(md5.digest());
} catch (Exception e) {

}
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return "";

b

private static String byteToArrayString(byte bByte) {
int iRet = bByte;
if (iRet < 0) {
iRet += 256;

int iD1 iRet / 16;

int iD2 iRet % 16;

return new StringBuilder().append(STR_DIGITS[iD1]).append(STR_
DIGITS[iD2]).toString();

private static String byteToString(byte[] bByte) {
StringBuilder sb = new StringBuilder();
for (int 1 = 0; 1 < bByte.length; i++) {
sb.append(byteToArrayString(bByte[i]));
3

return sb.toString();

3

public static String encryptMD5(String inputText) {
return encrypt(inputText, "MD5");

}
private static String encrypt(String inputText, String algorithmNa
me) {
if ((inputText == null) || ("".equals(inputText.trim()))) {
return "";
if ((algorithmName == null) || ("".equals(algorithmName.trim()
)))
algorithmName = "md5";
try {
MessageDigest m = MessageDigest.getInstance(algorithmName)
m.update(inputText.getBytes("UTF-8"));
byte[] s = m.digest();
return hex(s);
} catch (NoSuchAlgorithmException e) {
error ("MD5MERZE " + e);
return null;
} catch (UnsupportedEncodingException e) {
error ("MDSMERZE : {3" + e);
}
return null;
}

private static String hex(byte[] arr) {
StringBuffer sb = new StringBuffer();
for (int 1 = 0; 1 < arr.length; i++) {
sb.append(Integer.toHexString(arr[i] & OXFF | 0x100).subst
ring(1, 3));
}

return sb.toString();

}

public static String ecodeByMD5(String originstr) {
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59. String result = null;

50.

51. char[] hexDigits = { 'e', '1', '2', '3', '4', 's5', '6', '7', !
8![ |9I, lal, 'b|, lcl, Idl, |el, |-f:| };

52.

53. if (originstr != null) {

54, try {

55. MessageDigest md = MessageDigest.getInstance("MD5");

56.

57 . byte[] source = originstr.getBytes("utf-8");

38.

59. md.update(source);

70.

71. byte[] tmp = md.digest();

2.

73. char[] str = new char[32];

4.

75. int i = 0;

76. for (int j = 0; 1 < 16; i++) {

7. byte b = tmp[i];

/8.

79. str[(j++)] = hexbigits[(b >>> 4 & OxF)];

30.

31. str[(j++)] = hexDigits[(b & OxF)];

32, }

B3.

34, result = new String(str);

B5. } catch (NoSuchAlgorithmException e) {

36. return null;

37. } catch (UnsupportedEncodingException e) {

38. return null;

39, }

J0. }

91.

92. return result;

33, }

4.

95. public static String encryptMd5(String originStr) {

96. String result = null;

97. if (null !'= originStr) {

98. try {

99. MessageDigest md = MessageDigest.getInstance("md5");

90. byte[] mess = originStr.getBytes("utf-8");

91. md.reset();

92. byte[] hash = md.digest(mess);

93. BASE64Encoder encoder = new BASE64Encoder();

4. result = encoder.encode(hash);

95. } catch (Exception e) {

96. error("encryptMd5 error:" + e);

97. 3}

98. }

99. return result;

10. }

11.

12. public static void error(String msg) {

13. System.out.println(new SimpleDateFormat("yyyy-MM-dd HH:mm:ss")
.format(new Date()) + "\t: " + msg);

14, }

15.

16. public static void main(String[] args) {
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17.

18. String idno = MD5Utils.encryptMD5("110102200101017072");//1b0b
0dbf7650414b7117fcaadce9ddad

19. System.out.println(idno);

20. String name = MD5Utils.encryptMD5("Z=P0");//36c942351ec9cc3adl
24e288a5c9cfOb

21. System.out.println(name);

22 }

23. }
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